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Abstract: Using the hard assumption of Ring-Decision Learning With Errors (Ring-DLWE) in the lattice, a new

Authenticated Key Exchange (AKE) scheme is proposed, which is based on the Peikert’s reconciliation technique.

Under the standard model, the proposed scheme is provably secure in the CK model, which is additionally achieves
weak Perfect Forward Secrecy (wPFS). Compared with the current Key Exchange (KE) schemes based on the LWE,

the proposed scheme not only protects the shared session key with balanced key derivation function but also resists

quantum attacks because of the hard assumption on lattice problem.

Key words: Cryptography; Lattice; Authenticated Key Exchange (AKE); CK model; Ring-Decision Learning With

Errors (Ring-DLWE)
1 3=

WNUE AT He JE B P (R B AC S A . AN
SO VFIEAF BT B i SR B A H oA XU AR A
UEe FEANMEETTHA XS AT, HhEsa
PRSI m . PR HAT SR, BN
BEoTE AR E ORI ATAH, FH RS IRE,
I3 i R 3 PR R HioH B 3 =

TR, HE T 00 i A o DR HG EL A 9688 vy )
R WIATUE . PrE T BGEEA, IE
NS RO, AR T — R AR
Hodr, JeFai iR 2254 3 (Learning With Errors, LWE)
i) 80P DR HE 1 A Sl S A L O RO N T
2 72 SR [6) T LWE 42 T UGIE B A e by

2014-11-27 W2, 2015-02-19 &[], 2015-06-08 ML AL 5E Hifk
R H AR 42 (61072140, 61373171), Fr252f Rl -2 R G T
BHIFEEG2(20100203110003), w5524 GF 5 14 w55 H (B08038),
Cop LT R R A I 4 (MIMLT 201401003 ) FHAE 4 AR AT BR 24
Al AT H (YB2013120005) %5 By i 5

MEEESE: MM xp_ yang89xidian@126.com

W FFUE PSR SR 2 A . SCHR[7) 48 H STk [6] 1)
VO AHRBTAS 01 T8 AT A Bb 2 45 5L () SN i o S
R B Bt . SCER[S[FR AR T LWE [Pk % =
T %o T EAE IR BRBOCR R, (HAT 5 B 20
& TR E R SCER[913R AL T LWE [#9A
UEE AT 58, HFAE TR IE BB 5 BR G
H VAR e B A S XA AN RT X gy,
SRABEHUR K. BEXTEAA SCERIAN L, SO T3 |
A7 5 22 27 3] )L (RLWE) ) 8104 H 7 (0 011E 25 45
EHRTT S, AN BIREL, R - A EH
&, PTUASMEILEHHNE S, mHEHE R
AT DR 43 3 AR F AR 4 (FFT) ROk
2 &R
2.1 FFSijthA

HC, R, ZMQMEREHE. STHE.
BHAEMBFREE. STreR, Xz, =
lz+1/2|€Z. NTq>1, EXZ,=Z/qZ . —N
n Yk R m" N A= L(B)={Bc:ccZ'}, Be R



%8 (ZEa AR

BT R TR B e

2 ) r) R IE 5 A o % 1985

_ 2
FERG IR o v I R pr(m):exp[ iz ] H
T

W e H={z: v,=x, ,, Vi€ L} }&PFEE A+ec I

0B TR ) __nl@
()8 W m WM A Dy, (@) Sdte)’

Vee Adtco WTIEHEE m, ¢, AE m By o
Re K=Q((,) &nm kS, R=2],]&rm
KA. {¢: ged(j,m) = 1150 R KIRHE P o %
T K FERM, RY M5 d =r(P) . & ph
AEM idg=1],,0-¢). R, R L

%%ﬁ1@£u+§jﬁ% DFTm j‘j%ﬁ [Zi (wg,)(ixj)g(zmxzm) ’ EP

F| 4x A # CRT, A DFT, MW %5 F%, K h
Z,, x[p(m)] o
22 B LT EHTSE

EX 1 % F6>0, VieR , 450 2

Elexp(2ntX)] < exp(§ + wr’t®) , WHK R L FlEHLAR &
X JehrtEfmZE A r 1K) 6 - A el S RBERA
HFEAG: ve>0, A
Pr[|X|Zt}§2€xp(6f’nt2/r2> (1)

T 100 A xRS - AR R, AR ZE
Ny X, 6, TR, B o X, 15 X,
FUEARST, W) X, 4+ X, 52 (6, 4 6,)- W i As &, btk
i 224 \/7”12 + 7"22 o

FIE 1M K gee 6 - E AR R, ARdE R ZE A
m-ro Ve' €Q((,), WXfTe-eeQ(¢,), HR"IH
BRI IR, BB 6 - WA, ARk
MWZEN T - lelly o

SIE 21 e —x, HA x=[p,], ¢, =(/9)
D, o W g-e &6 -0 A2 &, Ax AE 22N
T?L-\/r2+2ﬂ~rad(m)/m o H o geel, <m-(r+

rad(m)/m)-n LLE/D>1— 27" BIREA RAT .

2.3 REELIN DR rYHE

WaecKaR, HR KRIEHEE RN 0= (m/9g)
(d,a) . ARECEEIA LA s e s s (1)
MBI o ({¢, 1) = CRT, ; ()0

H _EHNESE oAbk o(a) , Z£FECRT, , It
Ha =CRT, o(a); (3)i5Ha=(m/g) (da); (4%
a (ARG IE IR BN R AR 20 Bl B8, it [a] o
2.4 [FME i) E

EX2M X seRy, KoR LMy, b
HUAI M a € R, , e SR x HIE . 1576 —
a-s+emodqR’ .t (a,b=a-s+emodqR") M5 i
A o UANITZBISFIBERX T A, B R x (KO R

/qRY) L3143 A ) FURE 2 ) E - Ring-LWE 1]
L, iCfERDLWE, | o

513 3Y Wa=uwflog,n), MEzecZ", 4
A x, HAAT X, + 2 BUTHREEZ Nl / «
2.5 REEE

ARG E S 2 WL SCHR[13]
2.6 AFAEAR

AR HOE E S WaCHR(11] .

SI 4 X TRER g, A0 e 7, 2RENLIY
(17, D 2, R BEHLII AT .

5138 50 X} FEE g, # w=2z+emodq,
veZ,, ecE, Wrec(w,(x))=Iz)h = rec(z,(x)) o

SI 6 Xy THEM g, 47w ez, RREHLIYY
¥, 7 dbl(z) € Z,, » HE (T), KM, @D
A8
3 AE
3.1 AEfER

W R, =Z,[X]/(D,(X)), qh &5 HHW L
g=1modm, ag>w(flog,n). Adiffs,.e, €x,
¥y, FENFERH, WHBELAHP, =a s,
+ey €R, o Biilitfsy,ep € x» K sy MENERSTA,
WHFSAN P, = a- sy + ey € R, TEUWE LR,

A B
ok X nfy X
T, =a-1, + f = yp=a -7, + f
elé — X

d=g-Ps, + eg
d = dbl(d)
k= [3}2

v = (d),

w, =g+ (y, —a k),
rec(w,, v, )=SK

BRI (SK ,, w, )5
B R

BEHIRR(SK,, ©)4ME
AT IR (5

FEl 1 £+ Ring-LWE FIVIE S EHAS #77 %



1986 mF5F B %R

537 %%

3.2 E#E

SIEE T kg sf, <€, Jg-n], <t.%e =g
(sy ey —s5-€,)—eg €R e € R NTEd «— dbl(d)
HOEEUBENLIC. ST >0, # A REWKE k M ELSKE
H, W=k

q 2
3 2

B2, EAWE kMITEEAML T, SK,=
SKy PLAE /D n(1—2- exp(36 — wp?)) (LR SRS

JiE BA How =d+g-(sy-es+s5-€,)— ey
€R, o HTIFL 2 WKl g e, Ml g- e, #HIE 6 - i
B, WMz -, HoR =0 +2n
xad(m) m) > B g sl, <€, Joor, < 053]
P15 g ey sy g-ep - sy PIRRSEEREAS 2R AL
AL 6 - A, ARERZE N 0o I 1 AT
1 efy MIARTD L BEAS REHIE 6 - s A &, Ardt
WZEN ' o T3Ak, e AR IE AN R EHR &
0-0 e, ARtk ZEh V2r o

HEESE 1 AT 2e, + e MRS SEE RS R
A& 36 - i AR R, ARTEDR 22N 2[r7 (2N 4+ n) +
J2]7% o BRI, 2e, + & IARRD LI RA REEAEIX
0] [—q/4,q/4) Lo 51 EE5 AT5T A BBIR S k LA
B (D EHR(2). 2e, + e IR FERED REL
F/b1 -2 exp(36 — mp®) IR 6 7E X 7] [—q/4, q/4)
Lo HEIHE 5 FALUER D1 —2-exp(36 —mu’))
MERVKE H ke (S [HE AT UELE A KR K [ EL
SAH ST, SK,= SKy PAE /D n(1—2-exp(36 —
) IR AT FEE
3.3 SEIEH

B 7 A H T g = 0(n?) o ARIE a-q
> w(yflogy n) » Ber = (2n/log,(2n))/* - w(flog, n) «
3.4 HERK

J7 ZRCR T S R B REAS R A A k. i
A I JE R R ) VL A . JBAE R H
JERIE R B K 1 I ML T Ring-LWE 1)
AR ML (B n bit).

- (%2 + n) + gl i (2)

4 BRESH

EIE 1 Wn %3, o< (og,n/n)?,
g=1lmodm & — N Z WM X H R H KA
aq > w(yflogyn) o RDLWE, /& K XE i, 0 I
R TT RACFRAERAL 2 wES 1 SK %241

IERR AR NIR R, W sidt BRI S 1 AR
INF, ARRHT, Suc FoRMT AR . MR
MRR S TR G UCAC S0, 40 A LR Rl T AT
IR

BH 1 sid A UCHL 26, JFH A AT LIS E] sid”
MEASRH . XS UEZR AR G0 G, - i
Adv(A,G,,) E7™ A WA G, LA, I
z=01234.

Gy IXANE AT A 2 1) i) B2 AS B
A FE SRS (R A8 ) WA RLE S R ], R4
BIAHRN IR o R, 4 A AR TS R T
R Test WA, SIEHb €5 {0,1} o #5b=0, NI
SIR[PI—AREHLE L A o BN, S IR[Flsid 1) E
SIS A

Gy XN G o FEAAIA], TR IR
SHIMry,foex, WHyy=am+f, EN
keg {01, iy, =ys +a-k, EHr e R,
W vy = <db1(r1;)>2, c=g-x) 15+ frr AN
BT 6 0y, SKyy R (11, 05, v) 20 A

Bk gy, 190 A1 5 — B A v AT X 4y, BT LA
ARG gy = yp +a-k [FHER T 20 . KK
yy =a-(ry +k)+ fy, H5IH 3 W[ Hlry + kA
G BAE x » W Gy, Py A GV Gy
(K yg Ao R —NRIAI R, & X AN
(a,yg) B (b, 15) € R, xR, . Wo=dbl(c), firth
(a,Py = s, - by, v, k) o 47 R, HIHNEH Ay
W R, AR Gy AR ] o A5 000, Ry i Al
Gy fr AR . B 6 PTAX B AT AN AT
[X4}. #F RDLWE, & ki @,

|Adv (A, ) = Adv (A, Gy )| < negl(n) (3)

% 1 £T Ring-LWE BV 032 5 RV ML RE LLE (R n bit)

Ji% WIIE q IR IR e A s oA AR ROM Rk R S
Xﬁﬁ[g] % nt IdCal—SIVP@(ng/Q) % 0(227L—2) % n 4+ 2n 10g2 q
R[] J gellogy 1) Ideal—SIVP(N)(n 9/2) BR 0(22%2) J n + 2nlog, q

ZLI J 6(”2) Ide&l—SIVP(N)(n 5/2) CK 0(2n+1) % 2n + 2n 10g2 q




%8 (ZEa AR

B R TR AR

2 ) r) R IE 5 A o % 1987

Guo KANRA Gy, HAHR, T B 4h:
S Pyex R,, WH w=gs, P, ©EW
kep R,, B rec(w),vy) =k, WKIEPHBTEHITT
5w, F1SK , o

KA Py 93 A1 5 — 30 A v AN AT X 43, I e
1B 6 AIANEEE vy AT, kR HUMM . H

|Adv(A,Gyp) — Adv(A, Gy, )| < negl(n) (4)

Gy TR Gy o FEAM], FRF ORI
SHEH yyex R, , keg {013, 5 yy =y
tak, M cey R, » W H ooy, E I
SKy €x {0,1}", IFBEH [e], = SKyy » K% (yp, v, 0p)
hA

Gy, T SKy B4k Gy T HIBENUE . B (u;,v,) F
(uy,v,) & P A Ring-LWE  $k ik 41 . # 3% 5Kk fi#
Ring-LWE [ @ KX 734 D, D WH s, =u,,
Ty =uy, , yp=v o W ke {01}, I H
ys =yp+a-k, Wi c=v,, KFWBBORTE 5
¢,SKy,vy » 34, DIEHUSK, €, {01}, W
[c], = SKy » K% (yy,vp,05) 4 A« # RDLWE, /2
DRIAE ) 78, D)

|Adv(A,Gy, ) — Adv(A,G,, )| < negl(n) (5)

Gy IENUFRA Gy 3 HEAHR], FR G HLER S
SHEM z, €x R, WHESK, € {0,1}" fEh 3%
Pl 78 G, SK, ZEAIBENLIN . 4558 w, KAF T,
rec(w,, vy ) P S A G B 85 i Gy 5
GRSy, AT

|Adv(A,G,) — Adv(A,Gyy )| < negl(n) (6)

1E G, 1, SUIRE UL, WET AR
T Test ] HERTHAEATAL S 456 20(3) ~ X (6) 1]
HTA B FEoE v] ZEE )

1EH 2 sid BATULHC S S, H A Al IS5 sid”
ISR o XHR I UE R AR &K G,

Gy XML SR 1 TR G, HHIF.

Goy XA Gy o FEAHHIF], T IRAF LR
SHM ry,fiex, WHz =ar +f ,» M-
ot €x Wy =a-n +f, El ke, {0,1)7,
WAy =y +ak, EH e R, ,
vy = <db1(7'l'3 )>2 y HRIE (yg, v, v5) 4B A o LT
Gy 5 Gyy MR TTR A3, T L5

|Adv(A,Gyy ) — Adv(A,Gyp )| < megl(n) — (7)

Gy EANTRAN Gy, EAMIF, TR HIRSH:
SH P, cq R, HH Gy, T By . KB G, 5
Gy AT X 20, AT LA 2]

|Adv(A,Gyy) — Adv (A, Gy, )| < negl(n) (8)

Gl BT Gy A, FIBHE LRS-
SHH rfiex, WHaz =ar +f ,» EHR
P]'3 €z R,» W w =g-s, ~P]'3 s M B SO 1
W SK, « R G 3 5 Gy FIAATIX 3%, AL
GEl

‘Adv (A7G273) - AdV(A, G2,2) < negl(n) 9)

Gy AR Gy HAI, FIRAT IR S
SHMBr,Frex, Wiz =an+F, , Wi
=z +fi=a-m +(h+F), ie=ga, m
+fy s ARV BORTE T €, SKy, vy o HHG1HE 3
AR Cor 15 Gogo W

‘Adv (“47G2,4) — Adv (.A,GZ3 )‘ < negl(n) (10)

Gy XA Gy HAMIF, F NS BR S
S M vy €5 {0,1}", KBTI 5 SK,
NAE vy BERLEIAI AT, SK, B2 — 8 i
HH 5 13 5 A A KGR D AR 35 n] 2, A
|Adv(A,G,5) — Adv (A, Gy, )| <negl(n) (1)

Gy IXANIEARFN G, 5 FEAAAI, NIRAFLLBRSD
SIEH 2 € R, o 1E Gy T il B 58 2 BNAL,
W FASGEIE L Test 1) W) SRAFATAT R A &5 42X
(7) ~ 2 (11) A% A BIEF 2 ] G I 5 s

5 ZERiIE

ACHH Ring-DLWE R BE, FET- A
AR i P R IE B A T 5o AT I
[F2ET LWE VES A7 kU, A
BUNIRLE,  FER T R AR I A . N —
TR LIS EILT LWE it o 22 4 I E % 5
LT

£ % 3 Wk

[1]  Gentry C, Peikert C, and Vaikuntanathan V. Trapdoor for
hard lattices and new cryptographic constructions[C].
Proceedings of the 40th Annual ACM Symposium on Theory
of Computing, Victoria, BC, Canada, 2008: 197-206.

[2]  Regev O. On lattices, learning with errors, random linear
codes, and cryptography[J]. Journal of the ACM, 2009,
DOI:10.1145/1568318.1568324.

[3]  Peikert C. Public-key cryptosystems for the worst-case
shortest vector problem|C]. Proceedings of the 41th Annual
ACM Symposium on Theory of Computing, Bethesda, MD,
USA, 2009: 333-342.

[4]  Lyubashevsky V, Peikert C, and Regev O. On ideal lattices
and learning with errors over rings[C]. Proceedings of the
29th Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Riviera, France,

2010: 1-23.



1988 oS R R 53T &
[6] Benny A, David C, and Peikert C. Fast cryptographic [10] Lyubashevsky V, Peikert C, and Regev O. A toolkit for
primitives and circular-secure encryption based on hard ring-LWE cryptography|[C]. Proceedings of the 32nd Annual
learning problems[C]. Proceedings of the 29th Annual International Conference on the Theory and Applications of
International Cryptology Conference, Santa Barbara, CA, Cryptographic Techniques, Athens, Greece, 2013: 35-54.
USA, 2009: 595-618. [11] Peikert C. Lattice cryptography for the Internet[C].
[6] Fujioka A, Suzuki K, Xagawa K, et al.. Practical and Proceedings of the 6th International = Workshop,
post-quantum authenticated key exchange from one-way Post-Quantum  Cryptography, Waterloo, Canada, 2014:
secure key encapsulation mechanism[C]. Proceedings of the 197-219.
8th ACM Symposium on Information, Computer, and [12] Peikert C. An efficient and parallel gaussian sampler for
Communication Security, Hangzhou, China, 2013: 83-94. lattices[C]. Proceedings of the 30th Annual International
7] AR, BVLZE, MK, S AR A GRS S A e b Cryptology Conference, Santa Barbara, CA, USA, 2010:
W], BT 5105 B4R, 2013, 35(9): 2278-2282. 80-97.
Hu Xue-xian, Wei Jiang-hong, Ye Mao, et al.. Cryptanalysis [13] Canetti R and Krawczyk H. Analysis of key-exchange
of a strongly secure authenticated key exchange protocol[J]. protocols and their use for building secure channels[C].
Journal of Electronics & Information Technology, 2013, 35(9): Proceedings of the 20th Annual International Conference on
2278-2282. the Theory and Applications of Cryptographic Techniques,
[8]  Ding Jin-tai. A simple provably secure key exchange scheme Innsbruck, Austria, 2001: 453-474.
based on the learning with errors problems[OL].
http://eprint.iacr.org/2012/688, 2014, 6. WZEMs: 9, 1986 4EE, AR, WESTUT AR .
[9] Zhang Jiang, Zhang Zhen-feng, Ding Jin-tai, et al.. LY 5, 1965 44, i, B, WS, BT R
Authenticated key exchange from ideal lattices[OL]. WAL, ARG D225
http://eprint.iacr.org/2014/589, 2014, 7. SR :  Zr, 1985 4R, AR, WEST T A R .



