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Abstract: For tackling the deficiencies of weak adaptability due to the singleness of the role establishment method,
role or privilege redundancy, and little attention on resource management in the existing Role-Based Access
Control (RBAC) researches, a Scalable Access Control model Based on Double-Tier Role and Organization
(SDTR-OBAC) is proposed. Through double role partition, a double-tier role architecture of function role and task
role is presented, solving the problem that the traditional role can not cover the requirements of both
organizational level and application level at the same time. The concept of organization is introduced to integrate
with the double-tier role and form an organization-role pair assigned to user instead of role only in RBAC, making
model suitable to cross-domain access as well as a single domain. Through extending privileges as an operation and
resource type pair, the model and its constraints including separation of duty and cardinality constraint are defined
formally. The discussion of expressive power and complexity indicates that SDTR-OBAC retains all the advantages
of RBAC, and can effectively reduce the administration complexity with better scalability and universality.
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EX 1 #BTE

(1)U, S, Op, Res: 54 RBAC & SAH[H,
SRR S, BAERRIENES .

(2)0: HBUEL, REMS ARG &
B, R: MAEES, BEIHEMG TR AMES AT
TR, PR =FRUTR; ResT: WIHBMES.

(3)OFR, OTR: 73 ilZ/nl 8- IRAEM (ot
ML ATS S, ofr € OFR Mlotr € OTR J2&
202303 ) S5 IR B A (o FIUE 55 £ Lo R B ) — 4.,
B ofr = (o,fr) , otr = (0,tr) , HH fr e FR, tr € TR »

(4)P: BUBR, w2 gt RBAC FBUBR ME&HEAT
T/, B p e P2 s /A B U5 28 B M e i) — ot
41, WP p=(op,rt), HHopecOp, rt € ResT -

(5)C: 23, XTH P SAL-EREEM AT 24
ZUIRE A (0 5 AL RAT 5 ey . HRAT55 M
AR C . AZVZIRCR ABEIRCRETAT

Cardinality %% .

EX 2 REXHR

(1) UOFR C UxOxFR: ZXfZ\H ) HHHR
SIRBEM LR AR, LT 2 RBAC ) UA;
USCUxS: HP5&ERR, HPwliE2 s
W, H—AaiE R E T — 1) SOFR CSx0
xFR : 2316 5 A1 Z-WARE A (0] 2 18] (1) 2 0% 22 Wi 56
%; OTRP COxTRxP: HYATS MG ERRIE
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L (RS EIDN /& W VYIS E BN P RIS
KF BBRFAHAE 1) G OC R A5 L5 DU S A 1)
FEKFR.

(5)OH COx0: HLZKKR, IRAZ I
ENERERRMERICR, BAH R RO
PERI A AL PE, 2 WMIT KRR, WAHAN o €0,
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Y0, <o, A, <fr,, HH of, = (o), fy), ofr, =
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ML 2- TR e M AR S ROk g, TE MR R A
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ST A AT I I O 2% T R B R AT R A R ERAE .
can_ access(u,s,op,re) = true 3 75 FH 7w AJ Al i B
T 23 U s X BT YA re AT op #1F . can_access(u,
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M

3)X T FR M TR, X R=FR=TR H
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OTR, & X OFR =OTR =OR = {(o,r) |0 € O,7 €
R}; X T V(o,r) € OR, & X ((o,7),(0,7)) € ORH H.
ORH = OFRH = OTRH ; X} OFROTF k& V(o,r)
€OR, HITOFR =OTR = OR, 3 X ((0,7),(0,7))
€ OFROTF .

(4) K T F P K ResT , € X ResT = {1t; |
rt, = restypes(re;), i = 1,2,---,n} 5 X T Vre, € Res Hl
vrt; € ResT , 43l %E X (re;,re;) € ResH il (rt;,1t;)
€ ResTH .

(5) %F F Vop, € Op » & X (op;,op;) € OpH ;
P'COpxResT , % T RBAC H [T — (op,re;)
€P, M (oprt;) € P!, HHirt,=restypes(re;); *f
T V(op,rt;,) € P'5 € X ((op,rt;),(op,rt;)) € PH .

(6) UOFR C U'xOFR., %I RBAC 1 V(u,
P eUA , 5 X (u(0,r)) € UOFR ; OTRP C OTR
xP', X RBAC 1 V(r,p) = (r,(op,re;)) € PA,
5E X ((0,7),(op,rt;)) € OTRP »

IR L, JE T4 8 RBAC (1) R 58 n] 3l i i
H: T SDTR-OABC I R GE 5L e

5132 ST SDTR-OBAC I RZ Al 5 T
£t RBAC MRS % .

WERR Xt F{E—SDTR — OBAC = (U,S,R,RH,
FR,FRH, TR, TRH,O,0H,OFR,OFRH,OTR,OTRH,
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EXftr, eR, Wl SDTR-OBAC 7 R4S
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€ S RBAC AR rp FUp e £ 14

(3)% T OHC OxO,RHC RxR Hl OFRH C
OFRxOFR , & X RH'={(ry,ry)|(r,1;) € RHA
(0;,0;) € OH A((0;,fr; ), (0;,11;)) € OFRH} o

(4)%F TP C Op x ResT [ V(op,,rt;) e P, EX
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P'=P'U{(op,,re,) | restypes(re;) = rt,} o
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AFEH . SDTR-OBAC il 5 N R & K
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FE50HT SDTR-OBAC B (13 A8 L2 Tl
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EX 6 RHME %k SDTR-OBAC 44
&, VLR

(L)% 0,,0,€0,reR,R=FRUTR, *H
4 (0;,7) € OR A (0;,7) € ORI, 0, 55 0, X F- 1 5
RIS, WA o=, 0,5 T 0,,0,€0,ReCR,
R=FRUTR , 3% H 1L VreRe , (o,r) €OR
No,,m) € ORI, o 5 ojﬁ?ﬁ'éé‘ Re 2[Ry, R
XFAER r € Re, 0,59 o, R, AL H: 0, =4 0; o

(2) compatible _O*: 2% — 20 — % pR HUKs B
AR Re WS 206 T1Z A0 (0 4R R R 10 i A3 41 24
A, AR RN X T ReCR,R=FRUTR
H Rc = @ , compatible O * (Rc)={o | Vr € Re,(o,r)
€ OR}, fFllHh, € X compatible O* (@) =g ;
47 1 <| compatible O *(Rc) |<|O] , W # SDTR-
OBAC XS T Re &5 AR, 20 Re -4 )
}4J; #5 compatible O * (Re) = O , WFK SDTR-OBAC
BRI T Re 258 e R, 00 Re -58 &M 47
| compatible _O*(Re) |=1, WH SDTR-OBAC #&
TR T Re 25w MK, il Re -5«

(3) [F] ¥ J hindex: 2% — [0,1] — K f1 A H2 1k

S5 B TE] [0,1] A SEE ) e B, TR AR IR N
hindex(Rc) =| compatible O * (Re) | /|O]-

[F] 44 £ R %4 hindex(Re) H T4 % SDTR-OBAC
B 2 g8 Th 2 A AL U0 T s 8 A (O A 1) [ A
B, B AR X Se 0 S AR LR B .
SDTR-OBAC #i& % J& Re - 56 4 [ ¥ 5, U
hindex(Re) = 1; #7 SDTR-OBAC #i# & Re -5 44
(7, M hindex(Rc) = 1/]0|; # SDTR-OBAC #%7
J& Re -E8 4 [RIF, W 1/|0] < hindex(Re) < 1.

FRAf LA _E TR AE B2 5 3, mT 45 H hindex(R) T EA
A

EE 2 XNTMAOER PAEEWAET 7
Re,,Re, » #7 Re; € Rey » M) hindex(Re, ) > hindex
(Rey) o

WERR 45 41 Re, = @ ,Re;, CRe,, Vre
Re, = r € Rey o

Xt T Vo € compatible O *(Rc,) = Vr € Re, ,
(0,7) € OR = Vr € Rey,(0,7) € OR = 0 € compatible
_O*(Rc;)» Wl compatible O * (Rec,) HAE—41Z
o 4 J& compatible O*(Re,) " 1 70 % , i
|compatible O *(Re,) |< | compatible O *(Re,) | »
M T hindex(Re,) =| compatible O * (Re,)| /| O |>
| compatible O *(Re,)| /| O |= index(Re,) »  UEEE

EHE 3 # SDTR-OBAC Fi#! /& Re -56 4 [
(), WIXTF Re PHIPTAIEACF4E, SDTR-OBAC
B2 52 4 [ A 1

WERR AR IR B S AR Re - 58 42 A
FJIH, M compatible O * (Re) = O , MM hindex(Rc)
=| compatible  O*(Rc)|/|O =1,

MEH 2 74, VYRe'CRcARc' =@, NI
hindex(Rc') > hindex(Re) =1 & 7., R #5 & X,
hindex(Re') <1,

M ] 45 hindex(Re’) = 1, Wl compatible O *
(Re') =0, HIFAE Re -8 RIMT . UEEe

T Ll EE X ¥ SDTR-OBAC 52 it RBAC
BEAT X LES3HT . SDTR-OBAC 5 RBAC iy (0 4 i
()58 R AT IR N | Re [rpac= Ox[1 + (IR¢ [sprr—_opac
—1)x hindex(Re)] , WX T8 MK RS, hT
hindex(R)=1 , M 1 |R|ggac=|0x[1+
(IR kprrosac —1)x1] =[O | x| R [sprr.opac » EHZE S
RBAC s i (8 258 e M SDTR-
OBAC Bt iy |O | 15 X TR REE,
t F hindex(R) =1/|0], 0] =1, MW | R |ggrc=
[0 X[1+ (IR lsprrosac —1)x1] =R [sprr.opac » BI5F
9 #: % RBAC il SDTR-OBAC Ji i ff1 (4 4 A1
[ o
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Rltk, NH TR RS, 5 RBAC ML, 1E
PREFIL ARG L &) T B 2[RI, SDTR-OBAC
B e s f (OB W R ekl R i AE th 24 A
A ARABE 55 T i 1 ZH 2R ) i) R A 0 A AR G
SDTR-OBAC #A AL H 2 Wi 25 Wi . (H2 R 5¢
T AL A AL S5 Th ey, T HIANT
MR B S HoA ta Xl o3 R e A R 55 i €6,
i1l SDTR-OBAC H548% I s i B A7 4H
5 SKfsiR

T T A8 e S i B A SRR R R A B R AL
o BH — 2w com, HAE 3 AT 20 comy,
com,, comy; 6 RERAEM (L. MAHfr, WEEH
fr, , T8 fry, b, HYN fr AR @R fr s
4 MBSt RETHD ¢, WEEHRD tr,, &
B ey, A tr, 5 Al PrA N Rt 7 —
MAFENES B RSE, F 3 MR TRUR:
KGR DB, Web [l 55 KB WS, MR WB,
FHR R AL B2 05 40 A4S by, , dby,, dbyy, wsyy,
WSyy s WSyy, Why, Whyy, whyy, why, 5 5 KHAf:
B, F#d, W%, &ifq, WHi. W%
oAl i, wang, liu, zhang, zhao HEATHZAUFI
Y Il 25 11 (1) i

S, A OCHIICER, KARMREUE X
wr e BEUE Res={db,,,db,,db,;,Wsy; , WSy, WSy3,why, ,
Whiy,whygwhy, } o BB P ={py,py.p3.4.05.06.07.05,
pos o} =1 (wDB),(1WS), (1, WB),(,WB),(5WS),
(b,WB),(¢.DB), (¢;WS),(¢,;WB),(i,WS)}: I/ -ffi{a
K & UOFR={(li,com,fr,),(wang,com,fr,),(liu,com,,
fr,),(zhang,com,,fr; ),(zhao, com,,fry)} ;s FAA-ARR K
S OTRP={(com,,tx;, p; ), (comy,txy, p3), (comy b1y, p, ),
(comy,try, p;),(comy,try, pg),(comy,t1y, Py ), (com,,tr;,
py),(comy,try, p;), (comy, try, pyg ), (comy,try, pg)} s ke
AL S MK TR FRIR={(fr,tx),(fry, try ), (fr3,
try),(fr, ), (frs tr, ), (e tr, ) 5 AL ZLE X K &R OH=
{(com,com, ),(com,com, ),(com,com,)}; HRAEAM (4 )2
W K & FRH={(fr,fr,),(fr,,fr; ), (fry, fr, ), (fry iy ), (i,
fr)} s AT 55 A 02 IR 8 R TRH={(tx,t1y),(tx,,t13),
(try,try) } IR KRR ResH={(db,;,db,,)(db,,,
dby3),(WSg1, WSy ), (WSg9,WSa3 ) ,(Whgy ,Whay ) ,(Whgy,Whys ),
(Whs,whyy )} s BURZ R AR PH = {(p1:27), (s 5),
(Ps>P10)5(Pros D5 )5 (P35 24) 5 (P45 Do), (Pgs 16 ) } 5 IR
5 4 2R X R resorgs(DB)={com,} , resorgs(WS)=
{com,} , resorgs(WB)={com,} ; HR 73 7 B§ £ K
SoD = {({(fr,,*),(fr;,*)},2)} 5 #HZHK: cardinality
((fr,*)) = 1, cardinality((tr,*)) = 1.

%5 MR LT RER: ¢ =
can_access(li, s;,u,db,;) ,q, = can_access(wang, s,, d,
whss) , gg=can__access(liu,s;,7, wsy3 ) , g, =can_access
(zhang,s,, i, ws,, ), g5 = can_ access(zhao, s;,b, Wby, ) »
XIS )T SR IEAT A o AR 2 AT B 15
H ¢ =true , ¢, =true , ¢; = false , ¢, = false ,
qs = true , Hl1i, wang, zhao [NVilRI&E, RV
)5 liu Fl zhang FIEKIEEEL, 400510 .

PLESEBI R BA H, ASCEEH Y SDTR-OBAC
BB S B, AT, WA T2 AL
P33 SR U5 R 52 DR A BB BN el P27 A
S e 4 A BABNE S F SR L, BN
L 6 NIRRT, 4 MESMER 3 K.
N VT PRI R, AT A, DAL
SEEINH 10 MR, 10 MRBRETATSEEL. SR,
HRMA M RBAC, Frils A H0y 24, BUREE
K 340 T, 288 RBAC P A A (BRI B A L
SDTR-OBAC A1 %,

6 ZHERIE

BB Vi i) 32 A& 4k 5 0y UIE J5 e i) ) —
PfE B LA, RBAC AH R, 6T FEFISR
i 37 ST A A SRR AL U T 4 ) 1) R PRI 5

BRGNS . N IR A A PR AE L
REBNA RS Gty ok A BB BR O AR SO BRI
FEOCVEAE G ) . X IR S ) B, A SCHEH SRR
PR R HLIR I 002 A R 20 2R 1K U ) 28 SR O
AT A e o Bk g Mtk o M BRRE M (ART:
Fftn, RIS T MO XU MO, fm
IR ()3 R, 0T P A €890 il SUAS ] 1R 4k 7K
T, RN AR AR AT BUBR A LS AT R AR
) 5 I HAT AR A A2 RS 5 S XUE A
M4t o KB i X RG T B AFAE
BUPRTCAS s PS5 RIS R A RIA R 253047 43
B, B BUE SRR B S5, RV T
fift =TI ) 352 B0 I 0 YRR BE O ) L K £
RBAC FBL PR MRS e A 4V E Rt D5 S 7 A B 11
TOCA, RERBGE AR . NRIKRES . HRE
PRASJT T 3 M T BRI p, R B AR AN R B
T RBAC i 5%, HIL RBAC HAE(KM
SR RN iy PR R TG N 1 o R — 2D 1R AR 2 X
FEIR () 22 AP REAT 20 HTIE I
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