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Abstract: How to mitigate the privacy attacks related to the ubiquitous presence of caching poses challenges to the
content delivery in Content Centric Networking. On the basis of trade-off between content distribution
performance and users’ privacy, a collaborative caching strategy for privacy protection is proposed. First, the
privacy metrics are designed and the rationality of the proposed strategy is demonstrated by applying the concept
of information entropy. And then, the anonymity domain is constructed to increase the uncertainty of which nearby
consumer recently requested certain cached content. When making the caching decision, in order to eliminate the
cache redundancy and privacy leaks, the hottest on-path caching and the collaborative hash caching are proposed
for the vertical requesting path and horizontal anonymity domains, respectively. The simulation results show that
the strategy can decrease the request latency, increase the cache hit ratio, and enhance the protection of users’
privacy while improving the efficiency of content distribution.
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