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Abstract: Partial-Band Noise Jamming (PBNJ) is one main type of narrow-band jamming, it has a huge impact on
the performance of communication systems. The minimum resolution of jamming bandwidth of the conventional
PBNJ model is the Frequency-Hopping (FH) sub-band bandwidth (Multiple Frequency Shift Keying (MFSK)
signal bandwidth) in the FH/MFSK system. However, it is not always reasonable, thus a new PBNJ model, whose
minimum resolution of jamming bandwidth can accurate to 1/M of the MFSK signal bandwidth is studied. In this
paper, the closed-form expressions of Bit Error Rate (BER) performance under the new PBNJ model over Rician
fading channel are derived and validated by computer simulations. The theoretical and simulation results show
that the BER performance difference between the new and conventional PBNJ models is larger for
smaller M,N,, p .

Key words: Frequency Hopping (FH) communication; Partial-Band Noise Jamming (PBNJ); Minimum resolution

Vol.37 No.3
Mar. 2015

of jamming bandwidth; Rician fading channel
1 35

B (FH) A5 AL R BIPTT 00 IRBERA
LW BE g AE ZE R[S ] A SR A )z Y
M2 HAT, B AN BIE S R TSP T
BRI G T2 BEAE rh A5 37 3305 W 75 T-4A (Partial-
Band Noise Jamming, PBNJ)F1 £ & T-# (Multi-
Tone Jamming, MTJ)®,

PBNJ & 2 F A, extiifE
RactEresgm oS Har, BNAhFEiE

2014-05-27 W3, 2014-09-15 t[Al

5 AR AL 42(61201126), Bt &L 75 A A 32 F7 i %I (NCET-
11-0058), 1M K2 A4 HPY 1144 H F R4 (2012Q0020) % Bl
PR

MEEEE: ME yangdul988@Qgmail.com

G RGAE PBNT T &R REHAT 1T 2 S,

SCHER[5]WF5Y T FH/MFSK & Zi(E PBNJ R i LAy
Z(Bit Error Rate, BER)PERE, JF4fEST 7 HEB A
Ko CHR[6]ME FH 1555 PBNJ 15 5 Z Al (I B
GEUF TR, AEXUEE B L, FEH T P
FETHEUE S FHEEST PBNJ Jrik. SCHR[7)A
FeF FIE NI AR T FFH/BFSK ¥ i
WHLAE RIS A7AE PBNJ Il AWGN R ARk ek
18 37% Nakagami {518 ¥ BER PERERET T 2047,
S BN BER HERfRIA . SCHR[S,9]
WT FFH RZEAH m RAR B L0 B A 3 7%
{518 NIE4 PBNJ 5 MTJI {55 1 BER YERE 5201,
AT TR T SO L0 0. [, e T i)
(i) 15 A2 B2 0T 22 48 1A 5 1A o SCHR [10] 42 HA A1 AR A



722 BT 516G 8 %R

37T %

R EHIE PBNT N B S 58 SR 1 [R i
VAR FE G . SCHR[10] B T —F 5 PBNJ
BUR MBI AT TR, ol g7 ST T8AE. 3¢
BR [11]) &1 6F 5 B 22 43 Bk A (Differential Frequency
Hopping, DFH) #%t, M2 &g 454 =i
MESK il &, #&ih 7 —F 985 MFSK/DFH %
SRR, XTIHLILT FRT MEMHLE AWGN f5iEH
1746 PBNJ 415 R BER PEAERHT T HIE M 5
PiFEIAIE . SCHR[12]%F DFH REUAE W k518~
(1 PBNJ YEfeAT 1204, #ST BER Bt -
Ft, R AR UE T B S5 R A B . SOk [13]
h T A 2 AR 2 AR B (MultiBand M-ary
Frequency Shift Keying, MB-MFSK) # %7t PBNJ
NIPERE, $EH T SEMIEG MB-MFSK ARG [H— T
BB P E AR —E R . 415 5 2 2 44
RS RN, X S ) B A8 WS 7 R ] LK
—FIBCZ BT IR R o R e A b, i
XA TARBCR F A A gD B, T LY
PBNJ %} MB-MFSK Z 4¢P At i 5400 .

SR, IS K BBk R Se 1) PBNJ [R50
e BT P B8 g5 /N o Rk BTl Al o AR 4
PBNJ BB REIFI). (RSP FHRIAEL T, XML gg
PBNJ B A BOEAH. Bk, SCHER[14)% % FH/
MFSK #4¢, # T FH0 o6 i /N o0 HF 5O il 2
MFSK {55 54 %811/ M [¥3 PBNJ &%,

A ICHG T BAT T AN S vk A, T
T FH/MFSK {5 57E# PBNJ #% R BER &
ik, IR ST FLRIE T B8 4 A ) IE A
PE.

AN LEHA R : 5 2 YW RAL8 58 PBNJ
BTG 28 3 4928 PBNJ B8 |~ FH/MFSK
5510 BER 7375 28 4 1545 B8 Sl 45 SRxt L
e B8543
2 PBNJ &%)

K 1 4 FH/MFSK ZR4 Kk SRR IAE
Blo 7ERSHL, PN PHIR AR = LB 51, #55H]
IR AR R kAR, N 2 MESK i ]
5 SRS E 24 FH/MFSK 155 . fn

Sm(?)

I
) B A2 1
MFSK kAR . B MFSK | 11 5 o
1) ikl > AT //ll//" I i i >
——17
J(t)

i

LIPS

i

:

PN/T%) sz PBNI

R s

FH/MFSK 15 5 4 1 ] 21 50 IR 26 k5 2,
FETCLRAR TEIRBE O 52 238 40 S0 e 75 T3

FERRICHLA, 1 S e 30 B 0T i 5 S A
5 S AT IAAL B, AR5 5 R PLFS B AR PN
7B R A e HpOUE S AT AR . e
Jis 2 MFSK fi#if, P& RIGE S .

B ik PBNI B THRAF 5 B A
Wyt » 97 PBNJ BB THRAF 50 B 5%

W) min2 Wl X W) min1 = MAS L5VVJminz =Af,
Af fE MFSK 5 5 AHAEMERMRE, M 52 MFSK i
fil[Ee4 o8

HiAE 4 508 PBNJ BILR B T w6 e /N7
P E TR, B PBNJ B KT o f )
IR IEARGE PBNT B T30 96 e/ o3 HER 1K)
1/ M, H

W tmin2= W) uin1/ M (1)

ik, % PBNJ B HA R, B A
SERRIOTARPREE. (640555 PBN Bt 4
2 Bume

MK 2(a) ] IE 250 PBNI B, W), =
NWypsk (WMFSK = MAf A MFSK {5547 58, BIk
PP s N =12, N,, N, 2B
e, RVBRAR AL, WORIE S A7 A 2 FRIRES

(LIRZ 1. BRMIE 5 RBEEE PBNJ, f55K%2
E2IR R

(2)RE 2: PSSk PBNJ, {55231
o

M 2(b)rTLAEH], B PBNJ BRI, T4y
BH 2 M Wy = NWypsk A Wiy < Wyrpsk (EJZ
Wy < Wapsk ) o 4 Wiy < Wygps (B Wy < Wipsk )
I, BEHUE S 2 TPLRPRE I 1 2 B, B

(3R 3: BRAIfE 5Bkt PBNJ, {55 %%T
P

(4)IRA 4: BWIUE S oRBkEE PBNJ, {55 K%
2T

ESC ANV 7, ACRBIIE 5 RS0
I 1] (DB A IR T IR S B Z = 1,2,3,4 73 B
W& 1, RE 2, RE 3, RE 4.

A

Pk PN/T%)
Ly | Rt

K1 FH/MFSK REHER



ERE L Fo VSR BB IS P A T DU T [ FH/MEFSK R EUPEREZ 723

K2 R
N A
( \ Wnin1 = MO
"'Itlrl ||1||Il||1|""£
< N A fle
‘ Wi |
Wi
(a)fEZPBNI /R
IRA3 RA2 IRA4 IRAT
m m [\ A BT
MAf
1 [
- | SRR ¢
—-»! l<——>'Af'<—

W Wn  Wp Wonin
W,
(b) B\ PBNI RS K

[\ s

T g PBNJ

2 1645 5% PBNJ B840 LE K

BORT Y PBNJ A2 ()71 5 A
WJ = llMAf+lef+l3Af = KWJminZ (2)
—_— N

Wi Wjo Wys
L, 4 =|(K-L)/M|,l, =01 min(K,M-1),
l,=K—l, —LM, K=12-- MN, .
& SRR pyy i AR T SR W,
K 2(b) o, Hdi=1,2,3 . jARRBMIE S L A5k
HEPBNJ, Horpj = 1,2 (1 ARRBkEE, 2 fRER AP .
P,

(Nh_ll)/Nha 12:3:0
l N
M1:R%amQ=(Nﬁ—A—U/ngzoﬁgzo,
)
(N, =4, —2)/ Ny, b = 0HL =0
_ b M-,
P21—N}LM7/022— Nh,M7
I M—1,
N = , _ 3
P31 N, M P32 N M (3)

P, WAy

P{Z =1} = py, P{Z =2} = py,,

P{Z =3} = py + pys PLZ=4}=pp +p3y (4)

HaC(2) M (4), WTRAREHT PBNJ BIAYR ()
TR T

p=W;/ W, =K/(MN,)=py + pa + ps (5)

3 BER $RESHR

55 s, (t) Gk 3 Wi (Rice) ik (518, 23
PBNJ T4, SERRE B f 5 o0
() = ce sy, (8) + n(t) + J(t) (6)

X, s, () B KIEE T s, () MERCHEF 5,
m=12- M. c=a+ae? RRFLHEHETRE,
Horhr o RAE S M BEEBIRNER S, o ZHA

FkyE, W EQ) =207, EXET E
TR 2 R 7, Bk = a?/20° o« 4 k=0
I, A5 e DAPEE R vk o i, STk 51
WAk Ay B VRS 18 s 29 k=co i, {5 S AL AP AE
B AR i, MO ST VA (WA N S S T
X EME LN Y =6, /N, -(1+k)-20° (%
(A+k)20° =1, HEI7=¢/N,), WIHECH SR
BTG y, =7 /(1 + k), e, /25 T HER . ¢, A1 0
FONERARII VRS S AL, 7E[0,27 ] B354y
Mo n(t) Ronmfli AR . J(t) R T4
Mg

ik FH/MFSK #4855 5 0 s,() , WA
SEoFASEA U, BB Ry 2 BT
DX oA, AR % R SN

1 (ura?))20},
fUl(U) = Ee e Hy (A\/E/U%) ;u=0 (7)
0%/ p+or, 5%
A, J%: ; 1 e o "012:
o7, R R2Z2T

2e No(1+7,) , Ny N R 1R P D i, oF =
2e N, , A=\Be [T, AR, O WE—HKE
[P I U S AR PR

SEAR M — 1A He R B UG = 2,
oo M) MR, IR ETEHEE N 2 ATk 5
7605, HoAE R B BN

[ R——rl )
fw) == u>02<i<M (8)
! 207,
. - 0%/ p+oy, fHSREITH .
IEEFl’ O—T2 = 9 - - L oy =
oy, AR E T
2e,N o

IER IR U, > U, U, > Uy, U, > Uy,
1R S € PSS PSR S I /AW
P=1-P(U, <U,U; <U,,-,Uy <U,)

:lfj; P(U, <U, Uy <U U =7)fy,(r)dr

=1 [T P, (r)dr (9)

PR b BRI U, (i = 2,3, M) RARTLZE T AL
[, FITLL F(r) BRI E B 0 PR 20 if M — 1 T 3
. 4

F(r) = F(r)- E(r) (10)
Kb, F(r) FrBbAER Ui = 2,3, M) 23T
MIPERER, T By (r) RonBENLAR & U,(i = b,b + 1,
o M) RZ BT R, Ho<b<M . i
F(r) M Ey(r) 53 W3R A



724 BT 516G 8 %R

37T %

R(r) =[PU, <U, |U, =r)]"

= {1 — exp {— r/[2 (0(2) + 05 /p)]}}bil

Fy(r) = [P (Ub+1 <U U, = 7")]M_b

= [1-exp[-rf2o)]|

ATCRE WOHT PBNJ AR BRAIS 5 17 AL 1Y 4 Fl
RERIIIT AT 5 o

(D)*Z =11, K50 = MACUAIK(11), HL&K(9)
A (L0) KT T, 13 2IBRAT 5 5 L A
M-1 [M -1

Psll =1- Z(*l)n

n
n=0

[

nk
p[ [1/7+ 1(p-e, /NJ)](n +1)(k +1)+nJ

(12)
()M Z =20/, RFFTHEPL N
M-1 (_1)n+1 M—-1
Py, =1- Z—
k n=1 n+ 1 + ny, n
k

exp L0 U (13)

n+1+4+ny,

(3)M Z = 3 HBRAE 5 Bkt W, B e B 1
I, F o = LA (11), BeA X (9) R (10) K Af IF:
WG, SRR SR P, N
Lo1M, [12 —1

Py =1- Z Z (_l)wq

I ((EIRE P

+[1 7, + T oo, /N g +1}}
cexp{~(k/(k +1)/[(1+,)/7+1/(p-e, /N,
+Y{{n /17 +1/p-2. /N, + a7}

M~
.

n

~—

(14
[, BRAE 5 BkitE W, ITfE Bk i, 3R
H Py N

e g
{1/{{1 +,/[L+7/(p-e, / N}

1+, +3/(p 5, / N)]a+1}}
coxp {~(k /(k+1)) [|04+7,)/741/(p 2,/ N))

+Y{fn/1/T 41 (e /N + Y} (15)

()M 7 =4, BIUE 5Bt W, B e Bk
i, Kb = AR (11), BEA S (9) A (10) k@I
G, MRERTSE Py, N

L M-b-1 A
Pgy =1- Z Z (*1)%(1 [n]

n=0 ¢=0

M—1—1
q

1
L+ +7/(p-e, /Ny + (147, ) g+

cexp{~(k/(k+1)) [la+7)/7
Y {{n /1T 1/ 0o/ N+ Y} (16)

[P, BB S BhE W, PTEEBs 1 i, RS

s M—l—1 " l3 M—l3—1
Pa=1-3 % (1) [ q ]
n=0 ¢=0
1

(1 +3)/ 147/ N)|n+ (147, ) g +1
cexp{(k/(k+1) [|0+7)/7
+Y{n//F+1/ (e /N )Y+ a7} ()

S M AR AR AEE, AR (3), R(12)

~R(17), LIS FH/MFSK {5 525 5% N
1 min(K,M—1)
P =— Z (PuPai + P12Pus + Po1 Py
M =
P20 Pi0 + P31 Py + 1032P332)

M-K-1
+ T(F’lzpsm + Po1 Py + PogPios

+ P31 L1 + p3aPisy )|13:0‘K<M,1 (18)

#Jo, 1 FH/MFSK {5 5 HIWRAT 5 % P, /] 133
FH/MFSK 155 R A2 P, .

4 BEREHEER

AT B 5 47 E A T TN G2 B AL e
B PBNJ #59%} FH/MFSK 15 5 () BER 1 A8 500 o
% FH/MFSK 15 5 [EE %4 R, = 5000 (Bk/s),
&, / N B THAE1E R BER TEBEN 1x 1077 1)
i, HARR FH/MFSK R2AS5W3R 1 in. 15t
FIH Matlab ) Simulink #4807 e, W5 3 11
73201 BER HRig &5 R AT 07 B UE, X EL b5 48
FUH ) PBNJ B %} FH/MFSK {5511 BER Mg
R GNP 3 i, fESRIIN F k=0, k=4Fk =
oo N FH/MFSK {5 51 BER 1 BLMEfE 4 51l 5 L2
WAHSE YA, WEW T BER FR M 0 IER . [H
T LANE 3 Fih, B4 5% PBNJ B4R
BER {71615 %, fl1, 24 BER R 1x107°, k=0 (4

MBETEAGE), k=4 CRHTEHEE)N E=oco (F



ERE L it

VRS BIEIC B B I TR R ) FH/MFSK R ZEMERE BT 725

WifE1E)I, B PBNJ B LLAE 4 PBNJ B8R
BER PERER N 0.7 dB, 0.2 dB A1 0.5 dB. X1
THE 3 PP AAETE 5, 154 PBNJ BT
T e /N ARG, Y 2xiti il BER 1 RE
SIMTAFAE— R 22, B3 iR 518 iR 22 K.
WRIG, MWHS ErHr T MFSK W HIE % M %f
BER PERERIEM . Wl 4 Fiow, 165058 PBNJ 45
AR BER AR IR Z, XU 744 PBNJ A
Lo WK 4 BaTDIAE W, MBUN, @R, it
H N, BN, R ZERCR ST . R, WER
AT T PBNI B 4R - p X BER PEREN

. AW 5 FTLUE H, TP s, e
B/ NIRRT RS BER (152 MK

i, MBS FXTEE T 4648 5% PBNJ #F
534 BER [OPEREM 2T, Wil 6 s, 4 N, =8 I,
fh 48 5% PBNJ B8 A BER 43l H BL7E
p=3/85p=9/32; N, =64 I, 164 5% PBNJ
BRI A BER 25l HIAE p = 25/64 5 p =97/
256 o KL, 1648 558 PBNJ #584 ~ BER #7761 %,
XU T4 PBNJ AN E . NE 6 BT LLE H, N,
TN, R

R1 ZBESH

HWH T k MFSK J#HIM% M WA N, THHT p HAHRWREE €, / N, (dB)
0 47.86
3 4 4 8 1/8 37.62
oo 10.61
2
Kl 4 oo 8, 64 1/8 15
8
i 5 - 4 8 [1/322/32 3/32 4/32] 10.61
[28/32 29/32 30/32 31/32)
8
6 4 4 0:0.1:1] 37.62
64
107 . ‘ : ‘ : 107! 107!
107 N 107 A 107
- N N Oy ) - N M2 -
=107 \ RN =107 =107
M \ N M M
4 \ =4 4 -4
10 =N 10 B 10
<— f;—=ocof] <=8
107 SE—— 107 - : : A —
0 5 10 15 20 25 30 35 0 5 15 20 25 0 4 8 12 16 20
s/ No(dB) s/ No(dB) s/ No(dB)
— HPBNJ(FLig) —o— HPBNJ, N;=8 —— HPBNJ, N;=8 —o— p=1/32 —o— p=28/32
o0 HPBNI(f)21) —5— HPBNJ, N;=64p A —=— HPBNJ, N;L:64}B —5- p=2/32| , -5 p=29/32| p
-—- 5 PBNI(H L) -o- f£4PBNJ - A~ {4 PBNJ —o— p=3/32[" —o— p=30/32
—— /):4/32 —— /):31/32

K3 ANk FfEg S
# PBNJ R BER PEAEXS EL

107!
[a<t
[€a)
[aa) I . ’
—o— ¥PBNJ, N;=8
] —— {L4{PBNJ, N,=8
1 —— ¥iPBNJ, N;=64
-—— {E4PBNJ, N;=64
o2 e

0 0.2 0.4 0.6 0.8 1.0
P

K6 mIANEHL R K BER PEREXTLE

K 4 I M X BER PR IRXS H

Kl 5 7EH PBNJ BAL b4k
K- p 5t BER P fgxT L

5 LERIE

AICERRS FH/MFSK #%5, W50 7 —Mel T4k
R /N PR RS R MESK 5 SIS0 1/ M
(R8T PBNJ S R G 2 A7 T8 B8 ST VR (578
#E3H T BER W52, SR v AR UE T
BN R BB bS5 0 B IR R WL 5
L PBNJ AN FH/MFSK {ii 5 1 BER 1 fEA7
HZES, HH M N, pi&/N, Z5EE. Bk,



726 BT 516G 8 %R 37 4%

HTH) PBNJ B NG LS TP .~ —20 T
TEREXTET PBNJ AR 08 PBNJ 4 FEAT B HE
Fo

2 % X

[1]  Simon M K, Omura J K, Scholtz R A, et al. Spread
Spectrum  Communication Handbook[M]. New  York:
McGraw-Hill, 2002: 3-37.

2] WFHE, BYERE. BSUEE TSI TIREORM]. bt [
B ok RiAE, 2013: 203-215.

Na Dan-tong and Zhao Wei-kang. Technology of Frequency
Hopping Communication Jamming and Anti-jamming[M].
Beijing: National Defense Industry Press, 2013: 203—-215.

[3] Poisel R A. Modern Communications Jamming Principles
and Techniques[M]. London: Artech House, 2005: 153-178.

[4]  Esli C and Deli¢ H. Antijamming performance of space-
frequency coding in partial-band noise[J]. IEEFE Transactions
on Vehicular Technology, 2006, 55(2): 466-476.

[6]  Bird J and Felstead E. Antijam performance of fast frequency
-hopped M-ary NCFSK — an overview[J]. IEEE Journal on
Selected Areas in Communications, 1986, 4(2): 216-233.

6]  T#x, FEE, HEE. I BSS BN F P e s

BELZE 40 7 0], R LS5 W7 H A, 2013, 35(5):
1079-1084.
Yu Miao, Wang Yue-hai, and Wang Guo-fu. Bss based anti-
jamming method for frequency hopping communication
against partial-band noise jamming[J]. Systems Engineering
and Electronics, 2013, 35(5): 1079-1084.

(7] EEE, KWF, beE. FFH/BFSK AGC #BOLAE#5 t

T4 Nakagami TEH(EIE FHIMEREHT[I]. BT 5HEB¥R,
2007, 29(4): 963-966.
Xia Zhi-zhong, Zhu Li-ping, and Lu Xiao-wei. Performance of
FFH/BFSK AGC receiver over a Nakagami-fading channel
with partial-band jamming[J]. Journal of Electronics &
Information Technology, 2007, 29(4): 963-966.

[8]  Zhang J, The K C, and Li K H. Maximum-likelihood FFH/
MFSK receiver over Rayleigh-fading channels with composite
effects of MTJ and PBNJ[J]. IEEE Transactions on
Communications, 2011, 59(3): 675-679.

(9]

[10]

1]

[12]

13]

(14]

(15]

At

Le L M D and Teh K C. Maximum-likelihood FFH/MFSK
receiver with MTJ and PBNJ over frequency-selective
Rayleigh fading channels plus timing and frequency offsets
[C]. 9th International Conference on Communications and
Signal Processing (ICICS), Tainan, 2013: 1-5.

Yao H, Huang J C, and Wornell G W. Achieving high
bandwidth efficiency under partial-band noise jamming [C].
Military Communications Conference (MILCOM), San Diego,
2013: 1133-1138.

HMWAL, B4, Fik. 987 MFSK/DFH RZEHiH 5 1
FTHMERE T [J]. (55 403, 2012, 28(3): 361-366.

Dong Bin-hong, Cheng Yi-zhao, and Wang Da. Performance
analysis of wideband MFSK/DFH system with partial-band
noise jamming[J]. Signal Processing, 2012, 28(3): 361-366.
Song Yan-guang, Dong Bin-hong, and Tang Peng.
Performance of DFH system in PBNJ over Rician fading
channels[C]. 8th International ICST Conference on
Communications and Networking in China (CHINACOM),
Guilin, 2013: 124-128.

XK e, FElkE MB-MFSK R MR #r(D]. [tig5], W
PRHER, 2013: 10-60.

Liu Da-long. Wide interval mapping MB-MFSK
communication system[D]. [Master dissertation]|, University
of Electronic Science and Technology of China, 2013: 10-60.
Liang J J, Jeng L D, and Wang C H. A new partial-band
noise jamming model for frequency-hopped MFSK
systems[C]. 2nd International Symposium on Wireless
Communication Systems, Siena, 2005: 200-204.

Proakis J G and Salehi M. Digital Communications (Fifth
Edition)[M]. New York: McGraw-Hill Higher Education, 2011:
216-219.

e U, 1988 4R, PR, WSS R BUT IO LA K

BRI,

WAL A, 1972 A, WHTTR. AR, WFTTT 1A Lk

EES s E NN

i
M. 55, 1989 A4, WA, WSS R b SRS BRI
bR Y3, 1986 4FA, AR, WEFLTT I Y AU S BRI



