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LINEAR CRYPTANALYSIS FOR A CLASS OF
FEISTEL CIPHERS

Li Shuwang Zhang Ruwen

(State Key Laboratory of Information Security, Graduate School,
University of Science and Technology of China, Beijing 100039, China)

Abstract In this paper, a new method is proposed for seeking the upper bounds of maximum
linear bias for block ciphers, which is especially applicable to a class of Feistel ciphers that key is
XORed with data. This technique consists of two steps. Firstly, the mathematical relationship
between linear bias of ciphers and linear bias of round function F and S-box respectively is
given by carrying out strictly mathematical expression of linear bias for ciphers. Next, the
upper bounds of linear bias for ciphers are determined by seeking the solution with minimum
weight for linear equation group. Using this method the upper bounds of linear bias within 32
rounds are given.

Key words Linear cryptanalysis, Linear bias expression, Feistel ciphers, Round function,
S-box

[2§3:8 B, 1941 4, &, FHESM, WRAHHEERSEATR.
E30be B, 1967 &4, RHMRA, WtE, HRIAAEEZLEBTARTR.



