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Abstract Survivability should be considered beyond security for information system, and quantitative analysis can
assess system survivability accurately for improvement. Information system is presented by finite state machine and its
state transition map is used to describe analysis process, where the hierarchical structure of system state avoids the
problem of enumerating states in Markov chain model. Based on SNA method, a framework of quantitative analysis is
introduced: defining system, testing system’s survivability, computing survivability, and giving analysis report finally,
which is easily implemented by computer. In the framework, the event database which is based on event classification and
grade makes creating test project automatically and objectively, and survivability is computed through resistance,
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recognition and recovery in a hierarchical process.
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	3.6.2可识别性(Recognition)  生存性分析范畴内的可识别性不同于入侵检测系统(IDS)，后者更多地关注单个事件的识别，而前者强调对整个系统状态的识别。为识别出图1(a)中实线所示的状态转移，可以根据系统状态的层次结构，依次转化为对基本服务性能下降的识别、对故障情景的识别和对各个事件的识别。对于单一事件，系统越早识别越好，而且越在边界和底层上识别越好，比如针对服务器的攻击在防火墙识别出来比通过服务器主机日志识别好，因为此时攻击已经发生在该主机上了。对于每个故障情景来说，越在前面的原子任务识别出来越好，权重大的原子任务越该被识别。而对于基本服务，则较重要的服务应该性能监控的更严密些。 
	3.6.3可恢复性(Recovery)  虽然系统在故障情景的作用下向低状态转变，但这种转变可能是暂时的，由于系统的重新配置或冗余等措施，系统可能恢复原状态或转移到另一个中间状态，系统的可恢复性反映了系统基本服务或者全部服务受影响后能否恢复以及能恢复到什么程度。 
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