E220% F3W B 1 B & 2 P Vol.22 No.3
2000 4E 5 f JOURNAL OF ELECTRONICS May 2000

%F BAN iB 58t 8 F 19 B 5 !

KEp  HES X %
(mmp i FEL L0 L 100876)

% E AU\ BAN BHHEREHMELRN L L, 3 BAN BEPFHEETHT T 047
B3, 5 BAN JBIB7ESIRRRY A P A B R A B A R B OF 1 R AR L A, T IR A4
WIsRFEER E e R TR, Jrut— B3t T T A B, {18 BAN BB THTREMNS
.
X5 BIAPI, BANBH, HttF

lﬁﬁg%'mms

HEBENANRGE AR, BENLTLNEH RN ANTRIEH L, ELERT 2T
WHR TR ERFIEARF T IZHRE, 58T AMBCKA2E, e BFsU R T BiE
B, SFHFAMECME AL EERMAR. ELX2thdIat A, BAN(Burrows M,
Abadi M, Needham R) i##5 1 iR HPBEELHEEN—1F, HRNSEMZABFERES
FIEPRANRTZERAG A TR, BEEANTRERA G, LRREIER
RH B HREF BAN BHEAY RBMSIHE RS -0,

XF BAN BHEAMR, UiTEEEREDRERLATT. RINTKMBRANCIESH
REW IIXTHGEITUR, B3 FEFERD I ERIE, BAN BHIVRSKN, MHBZ
HAELH SN BAN BB TE ML, FREXRBANE, UETFYS BAN BENES
ML ARNAEE. I, FKINZIXT BAN ZHEAY B4 G0 A8 N34T 40 53 i
A, ZErLL BAN BRIESPX B R, HAREEAA AL EHEENE, mEH
F BAN BBHPHF X FHIHNINREAG A G HER, X2 BAN EEAREN—1
HEFER. A—FEMEBERET T, B rmxd A N7 7 oo, FHES
T5EE, HHUHESH BAN SHER SO X RSt 1704, R XAREF T BAN 5
By R S
2 BAN ZF8EMNfE =

AEFHATE LSS CE 5] P — P HEHSETN, BRZTIN S TENE, B
K [5] HF{EH BAN BT H R fT0 0 et SR M & BLX — B, R Z 30k B9 ARl T
BAN ZHpyHEL MBS, ANESEAERY TEHARGEE T, BT X eEE
hHFEF G AR RAARGEBATERENELA K, {§15 BAN BENEHABETESR
. Thr L, ERSLHENIA BAN BEMERMINBETHR LI FEX B RR
FIFANEEBILRE, MREEEE LT EAMNTHEE S S A& .

21 —PERSRP X5 BAETOTH—ITEHSEW, ZHEARTH
F A, BH—1T2EEASEIME S HESIEARESR, H¥P ST A, B a3AEVHEN
FEFHH Ko M Koo, SHEBEERARNAS AN BTN SIEES Ky, FHZIES
SRR AR B. ZBRIETZIENEENT:

(1) A= B: A {N,,A}k..;

(2) B-S: A,B, {Na,A}j\'u, {N(,,B}Kh;

(3) S— A4: {I(ab,B}K“a{Na»Nb:{KubyAva}Kb,}Kab;

' 1998-09-17 d¢Fl, 1998-12-16 EHi
EFRERBFESTROHEKE, (No.69772035, No.69882002)



206 B B % 2 A 2%

(4) A—> B: {Na, A, Notioy, {Vs} Ko -

HISCHR (5] WAL C WA A M B —1IHSEEH K, i, B K, E%
C O, ZHGESRESZF M T HERE:

(1) A > Cyp: A {N,, A}k.,;

(2)Co = §:C AN, Chi.., {Nay Ak,

(3) S —= C: {Kea, AV ks s {Ney Nay {HKea, Cy Na Yk, Vi

(3) Cs = A {Ky, Blr,y, {Nay Ney - F i s

(4) A-Cyp:i---, {NC}I(;b .

¥ EH e ok (5] RS 8T A, £/ BAN BB EHTHZ S, RAESBH

A believes A &< B,
M AREF Bt & P B a .
22 BAN ¥ 8 & M o4 AT EF44r, HAEHE 5] Peatr 2 A EmE 1. A
TRNERAIE R T SeEk [4) FRIRE.

Awdc (No)AdmAc e 5 p T
A received £y (AL 5 g ) Amdc (A€ 3 g0

p ;
A ) A m A€~ 5 A n A received £, (A4S s 5y oy

K'ab :
AR B A2 35 x ) Ak sk e 5 g0

‘ K
Ak S UL 5 pa

Amsh e XD sp 45 qeX? 4,

.
AmAe22 5y

1 3Rk (5] M H BAN B0 A fi

i Bh L BAN BRSNS KKH R — AR T BAN JBIRA S RAE 5
ﬁ%ﬁﬁﬁ%—ﬁﬁmll%ﬁ?%i%ﬂhiéﬁﬁT BAN A SHE AR, T AR 15 BIRE Bt £
B, B BAN SRR, EARAE Ao A &0 B UAERSZIE AL S (1 &5 By
FlAlz S |2 (A &S B), WABEAAE] A 1 S |= (4 &5 B) U FAE R A |- #(4 &5 B)
A (2 SIu(4 45 B) . B A |2 S|u(4 &5 B) ARASEE, il T BAN BRAGM
Az #0X) ) A |2 #(5Y) BN, THREM A |2 £(X) B 4 |2 #07) 8, UETFX
BT A 2 (A &5 B) | TR 4 LRl A BAN B B A T XU R
PEFFHES TG, MTTHETS BAN SBERAHTAIK. HAN N) URAE 8 AL
Al #051)
A1 #0)

B A Z N TE ORI, NTHETES 3 W T SR E. B ATIA Y B8 BAN B4
BERIAARIM, BRI A= #(X) Bl A |2 #(Y) BOBREF N,

(1



3 4 RFEH%F: X BAN ZHIHHTHHR 507

3 BAN ZHE

ATEANTE SETE BAN BHEAERM DBIRMRFFTEE TN, SR)5HE— 53 g
REATVE U5

3.1 RSN RITFHAFEFHMNER S —PEETHHRES, F—1T&
ETAFFES, MU T:

Alz #(X0), A1 A&S B A, Yk, Y © X

A #00) @)
Alz #(X), 4]z 2% B 4 (X, Y)Y & X
T #0) )

3.2 #3E A FHLN6935 A TESHHTT I GE T MG L2 0, Rl e ses A
2 WA (1) RARSTRWEE. HARITEZRAR S (X)) 1% CRERN M,
TRERBmISR XM Y BELRERRSE R, XETHRTMRIE (V)) TRE L
RHHFRE. H$3:L (X)) —ERIGEENE, RATEEER A - #0). fw, 2
B A |2 #(X) M Aa(X,Y)k,,, XM REME K, SUHESTHIAN Y XRE Y,
FRULBMEREI T A |= #(X,Y7), (BEHREERIE A = #(07) . FIULMNERETEH, B
oAz #(X) M Aa(X,Y) BRAEBE A |2 #(0) . MWL LMW MERFHEEBE
Alz #0Y), DAERE X MY BRRHE—EY, BRE (X,)V)k, PEEBARS,
IHRBAERERMF Al A LS B, J4ERFRAN (2) RpKMHZ—. FEEITE
BARSHT— TR (2) 1 (3) .

HATHEENCMAM A |2 #(X) M A4 (X,Y) B A |2 #£0), LHRIEN fY
BESE—R, BIRE (YY) FeRHmAREREN, XRER (V,Y) EHnsRg
&, A A BREEMEERAFH, FOBEAELME AN, Y)n, M4z 485 B
AX,Y) o M Al =5 B BRI, CERY BREHE, BEXY A X —#
REEM AR ELTE L, 30 SR EEHYE, AFARNHY & X
R Y B BT, 2R TR AN )i, M A2 AES B A< (X)), A
Als 55 B, BIRET A L)) AERRTRHENSHER, BRIET X 1Y 2
MEE—ER, XBEMEAG Al #00 MY o X, BATRIE A |2 #0) 7. MBLE
AR B R T EN, Kk RA .
4 FBFEANEF A

BN RIF 9 BAN SBEHUNE RS — T 2.1 s F, HEmT BAN EH
& B IR L TR

Az A8 5 4|1 AaFk (ALS BN, - )S
Al= Sju4 &5 BN, )

T X SR A0 I Y o AR AN ST, BT EATRAE T A &80, HAE{# ] BAN B4 5
yizpna:ob WIUR
Az A&y 8 1a(1 8D By,

A |z Sju(4 & By




508 B OF OB ¥ ¥ T 2%

EHEMEE A= A LSS B, RUSESEES Al £(4 55 B) . mFan 2) R4,
RBRU ALK Al #(X), A= AED S Aa(X, AES B)g,,, K\, & X . BREHN

FEE LM, NTTHTTERE 4= A XS B | TiStH/SH BAN BEEEA M X
RO 3B — 2 AT, SRR B IF TR RTESE (3) £ N, W
(4 &5 By, th, ff N. Fl Ko, SRHE—E, HE (3) £REN

(3) S - A:{Ny,Kap, Bk, {Na) Noy {Kav, A, M } ey b iuy -

5/ £

ACXT BAN EARHYITEE T AT TP, 4R T REME MRS AL 895 e B 6k 140
W, FrE—at T HE XS, @ AEY T S )E i BAN B AH3C H LT
TE.

2 F X W

[1] Burrows M, Abadi M, Needham R. A logic of authentication. Technical Report SRC Technical
Report 39, Digital Equipment Corporation, February, 1989.

[2] Abadi M, Tuttle M R. A semantics for a logic of authentication. In Proceedings of Tenth Annual
ACM Symposium on Principles of Distributed Computer Science, New York: 1991, 201-216.

[3] Boyd C, Mao W. On a limitations of BAN logic. In Lecture Notes in Computer Science 765,
Berlin: Springer-Verlag, 1993, 240-247.

[4] Mao W, Boyd C. Towards formal analysis of security protocols. In Proceedings of Computer
Security Foundations Workshop VI, Washington: IEEE Computer Society Press, 1993, 147-158.

[5] Mao W. An augmentation of BAN-like logics. In Proceedings of Computer Security Foundations
Workshop VIII, Washington: IEEE Computer Society Press, 1995, 44-56.

[6] van Oorschot P C. An alternate explanation of two BAN-logic "failures”. In Lecture Notes in
Computer Science 765, Berlin: Springer-Verlag, 1993, 1443-447.

THE INVESTIGATION OF THE FRESHNESS IN BAN LOGIC

Song Ronggong Hu Zhengming Yang Yixian

(Dept. of Infor. Eng., Beijing University of Posts and Telecommunications, Beijing 100876)

Abstract Based on BAN’s basic constructs and rules, the freshness in BAN logic is investi-
gated. In this paper it is presented that some reasons why BAN logic is in practice unsound
are not idealization problems, but problems what some basic rules result in. For the latter, a
modified method is proposed to avoid similar problems.
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